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[application! Network security apparatus and method 

US Pat. 106242/3 ■ Filed Apr 14, 2004 

external attacks. In one embodiment system 200 resides on a single computer ... 
if a blocked attack would have exploited network vulnerability is determined ... 

System and method for risk detection and analysis in a computer network 

US Pat. 6062779 - Filed Oct 1 , 2002 

The system calculates the probability of possible attacks, step 135. ... In some 
embodiments, the network topology, services, and vulnerability information ... 

Method for network self security assessment 

US 'at 6185689 Filed Jun 24 

These attacks fill the available memory buffer space and ... easy and automated 
identification of unfixed network vulnerabilities that might be exploited. ... 

Threat detection in a network security system 

Therefore, the event received in block 202 would be classified as a threat in 
... security event comprises mapping each exploited vulnerability to related ... 

System and method for analyzing fiiesystems to detect intrusions 
US Pat. 6647400 - Filed Aug 30, 2000 - Symantec Corporation 
If the inventive system finds this vulnerability present, but finds that there 
are ... useful if the operators have patched the vulnerability he exploited). 
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System and method for detecting buffer overflow attacks 
US Pat 6626697 - Filed Aug 30, 2000 - Symantec Corporation 
If the inventive system finds this vulnerability present, but finds that there 
are ... useful if the operators have patched the vulnerability he exploited). 



[application] System and method for securing a computer system connected !o 
a network from ... 

- ^ ^ V 2004 - Microsoft Corporation 

[0079] At block 604, the security service 306 obtains information regarding a 
vulnerability of the computer systems connected to the network 1 1 0. ... 

n ) 1 1 > Uoc ting c ) ir. uf< t i liius < ns 

If the inventive system finds this vulnerability present, but finds that there 
are ... useful if the operators have patched the vulnerability he exploited). 



System a o ; c omputer intrusions 

If the inventive system finds this vulnerability present, but finds that there 
are ... useful if the operators have patched the vulnerability he exploited). 



S ystem and method for usin g login correiations to detect intrusions 
http://www. google. com/patents?q=deterrnining+block+attacks+would+have+exploited+network+vulnerabi... 12/19/09 
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